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M-Link User Server R19.4 Evaluation Guide  

 

  
Using Isode’s M-Link XMPP Server and Swift XMPP Client to set up an instant 

messaging system suitable for 1:1 and Multi-User chat.   
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Introduction 

This guide details the process for creating an instant messaging and multi-user chat system 
using Isode’s M-Link User Server and Swift XMPP Client. The M-Link User Server is one of a 
family of XMPP products which comprises: 

• M-Link User Server (XMPP Server) 

• M-Link Edge (XMPP Boundary Guard) 

• M-Link IRC Gateway (XMPP/IRC Gateway) 

• M-Link Mobile Unit Gateway (XMPP Messaging for low-bandwidth and/or high-
latency networks) 

• Swift (multi-platform XMPP client) 

M-Link products are widely deployed in the Government, Military, and Intelligence markets. 

Use of TLS: Due to UK Export Controls we are unable to provide Evaluation Licenses to 

certain Geographic regions that would allow the use of TLS so this guide will not configure 

any TLS. Should you wish to use TLS please contact your Account Manager and if you are 

located in an approved region we can provide a license (MAC Address of Server required) 

and additional instructions for configuring TLS. 

Objectives 

By the end of this guide, you will have: 

1. Created an XMPP server for 1:1 chat using either Isode’s M-Vault Directory Server or 
Microsoft’s Active Directory to hold user information. With or without TLS. 

2. Set up a multi-user chat domain for the XMPP server and created a permanent multi-
user chat (MUC) room. 

The diagram which follows shows the main elements of the system. 

 
 

For the purposes of this evaluation, we have assumed this is a "clean" installation of M-Link 
User Server on to a physical or virtual machine. If you have previously installed an M-Link 
product on the hardware or VM you are using for this evaluation, please make sure you have 
completely uninstalled that version before proceeding. 
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Using Isode Support  

You will be given access to Isode support resources when carrying out your evaluation. Any 

queries you have during your evaluation should be sent to isode.support@isode.com. Please 

note that access to the Self-Service Portal for web-based ticket submission and tracking is 

not available to evaluators.   
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Preparation  

You should visit  https://www.isode.com/support/platform-support/ to discover which 

operating systems are supported for Isode evaluations. In addition to the server platforms 

listed, we support the use of Isode server products on Windows 10 for simple evaluations 

and demonstrations.  

Isode supports the use of the latest versions of Google Chrome, Mozilla Firefox and Microsoft 

Edge browsers with the Harrier web client. Internet Explorer is not supported.  

  

External Dependencies  

You will need a Chrome Browser installed on the Server and set as the default browser.  

  

Product Download  

Product downloads are held in a password-protected section of the Isode website. If you 

have not already done so you should apply for a username/password by filling in the form 

located at https://www.isode.com/evaluations/. 

 

Product Activation Key  

M-Link User Server R19.4 requires a valid Product Activation Key from Isode before it will 

run correctly. Keys are issued by Isode Customer Services. You will be shown in this guide 

how to copy and send the Product Activation Key request to isode.support@isode.com.  

  

 

 

 

 

 

 

 

 

 

 

 

 
 

 

http://www.isode.com/products/supported-platforms.html
http://www.isode.com/products/supported-platforms.html
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Installing M-Link User Server R19.4 

 
Double-click the .msi file that you downloaded earlier and follow the instructions for a fresh 

install. 
. 

  
Click “Next” 
 

 
  

Check the checkbox to accept the terms of the license and click “Next”.  
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Click “Install” 

  

  

 
Click “Finish” and the following Browser window will open: 
 

 



 Isode  

  

 
Evaluation Guide: M-Link R19.4 

 

 Page 8 of 40  

 
 

Click “Advanced” 

 

 

 
 

 Click “Proceed to localhost (unsafe)” 
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Enter an Administrator Login Name of your choice and set a password. 

 

 
 

Click “Submit” 
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Enter the Administrator Login Name and Password you created previously. Click “Login” 

 

 
 

 

At the Product Activation screen click “Request Activation Key” 

 

 
Enter a reference for your server, then click “Generate Activation Request” 
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 Use the “Copy” button (bottom left) to copy this “Activation Request” and then email it to 

support@isode.com 
 

 
 

Click “Back” 

 

mailto:support@isode.com
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When you receive the “Product Activation Key” from Isode Support, you should then Click 

“Enter Activation Key”. 
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 Paste the “Product Activation Key” in the space provided.  Then click “Activate” 

 

 

 

The following screen should appear.  Your server is now ready for further configuration: 
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TLS Configuration (Optional) 

Before you start this you will need the following.  

• A Certificate Chain file in PEM format containing your Server Certificate, CA 

Certificate and any Intermediate CA Certificates.  

• A Private Key file in PEM format (you must know the passphrase for the Private 

Key).  

• As a Minimum the Certificate Subject should be the hostname of the server, e.g. 

cn=hostname and have a Subject Alternative Name of DNS Name=Hostname.  

• The issuing CA Certificate should either be either a Globally Trusted Root CA or 

in the Trusted Root CA Store.  

 

From the “Home” – Global Options screen Click “TLS Configuration” 

 
 

 

 

 
  

 

 

 



 Isode  

  

 
Evaluation Guide: M-Link R19.4 

 

 Page 15 of 40  

Select “Edit” next to “Default TLS Identity”. 

 

 
 

Click “Add new”. 
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Use the “Choose a file…” buttons to load the Certificate chain and Private Key, enter the 

Private Key Passphrase and Provide and “Name” of your choice for the “Identity”.  

 

 

 
Click “Upload”. Then click “Confirm 
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Scroll down to the bottom of the screen. 

 

 
 

  Click “Submit” 
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Click “Global options”, the following screen is displayed.  

 

 
 

 Click “Edit” on the “TLS Key Pair for Administrative HTTPS Interface”. 
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Select the “Dropdown”.  

  

 

 

Select the Identity you just loaded.  
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Click “Confirm”.  

 

Enter the “Admin” Username and Password you previously configured. 

 

 
  

 

 
 



 Isode  

  

 
Evaluation Guide: M-Link R19.4 

 

 Page 21 of 40  

Your TLS configuration is now complete, you can proceed to configuring other options. 

 

 
 

 

Connecting to LDAP (Active Directory) 

Click “LDAP Configurations” . 
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Click “Add”. 
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Name your LDAP under “Configuration Name” 

Enter your LDAP URI address 

Enter your LDAP Authentication Identity 

Enter your LDAP Authorization Identity 

Enter the LDAP Password: 

 

 

 

 

 

 

 

 

 



 Isode  

  

 
Evaluation Guide: M-Link R19.4 

 

 Page 24 of 40  

Scroll down, enter in the LDAP User Base, under LDAP User Attribute add 

“sAMAccountName”: 

 

 
 

Scroll down and click “Add” 
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Connecting to LDAP (M-Vault) 
 

Click “LDAP Configurations”.  Click “Add” 
 

 
 

Name your LDAP under “Configuration Name” 

Enter your LDAP URI address 

Enter your LDAP Authentication Identity 

Enter your LDAP Authorization Identity 

Enter the LDAP Password 
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Scroll down, enter in the LDAP User Base, under LDAP User Attribute add “mail”: 
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Scroll down and click “Add” 
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Creating an IM Domain 

From the Global Option page click on “IM Domains: 

  
 

Click “Add”. 
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Enter your Domain name 

Click “Authentication Type” and select “LDAP” 

Click “LDAP Configuration” and select your previous LDAP Configuration 
 

 

 

Scroll down and click “Submit”: 

 

 
 

 

If both an M-Vault & Active Directory LDAP exists both can be added and be 

swapped between under “LDAP Configuration”  
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Adding a Multi-User Chat (MUC) Domain 

The XMPP Service we've set up will allow 1:1 instant messaging by default. In order to 

enable multi-user chat we need to set up a multi-user chat domain within which chat 

rooms can be created. 

  From the Global Option page click on “MUC Domains”: 

 

 

Click “Add” 
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Enter your desired MUC domain name 

Enter a description of said MUC 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Scroll down and click “Add”: 
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From the menu at the top, select Multi User Chat: 

 

Click on your chat domain: 
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Click on “Create New Room” 

 

 
 

Type in the details for your new room, then click “Add” 

 

 
 

 



 Isode  

  

 
Evaluation Guide: M-Link R19.4 

 

 Page 34 of 40  

You will now see your new room: 

 

 
 
 

Testing with the Swift 6 XMPP Web Client 

There are a number of free XMPP clients available but for the purposes of this evaluation we're 

going to use the Swift 6 web client. Instructions for obtaining and installing Swift 6 for your 

platform can be found at [https://www.isode.com/product/xmpp-client/] 

 

Using Swift 

Launch Swift 6 and type in the login details of a user: 
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Once you've logged in, you'll see that you have an empty roster. To add a contact, click on 

the +  button and select [Add Contact] : 

 

 

 

Type in the full JID of the user you want to add: 

 

 
 

Click “Add Contact” 

 

 

 

 

 

 



 Isode  

  

 
Evaluation Guide: M-Link R19.4 

 

 Page 36 of 40  

 

 

 

You will see that your request is pending: 

 

 

 

Once the other user accepts your request, you can then engage a 1-2-1 chat: 
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Earlier we set up a persistent chat room using in M-Link. In order to enter that room, click the + button 

and select “Join Room” 

 
 

 

 

Click on “Browse rooms” you should now see the room you created earlier: 
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Click “join room” 

 

Then click “Open room” 
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You will now enter the chat room: 
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Conclusion 

Congratulations, you now have a fully configured install of M-Link 19.4  (TLS Optional) with LDAP and 

MUC rooms configured.  

 

 

What Next? 

More information on the M-Link User Server can be found on the Isode website at 
https://www.isode.com/product/xmpp-server/ 

Information on the Swift XMPP client can be found at https://www.isode.com/product/xmpp-
client/ 

Detailed configuration and operational information on all variations of M-Link can be found 
in the M-Link Administration Guide available from the Isode website at 
https://www.isode.com/support/guides-downloads/. 

 

Whitepapers 

Isode regularly publishes whitepapers on technical and market topics related to its products. A full list 

of these can be found at www.isode.com/whitepapers/. 

 

Copyright 

The Isode Logo and Isode are trade and service marks of Isode Limited.  

All products and services mentioned in this document are identified by the trademarks or service 

marks of their respective companies or organizations, and Isode Limited disclaims any responsibility 

for specifying which marks are owned by which companies or organizations.  

Isode software is © copyright Isode Limited 2002-2025, All rights reserved.  

Isode software is a compilation of software of which Isode Limited is either the copyright holder or 

licensee. Acquisition and use of this software and related materials for any purpose requires a written 

licence agreement from Isode Limited, or a written licence from an organization licensed by Isode 

Limited to grant such a licence.  

This manual is © copyright Isode Limited 2025 


